FXNET LIMITED
Regulated by the Cyprus Securities & Exchange Commission

Risk Management Disclosures

For the year ended 31 December 2016

This document is prepared in accordance with Part Eight of European Regulation (EU) 575/2013 of the European
Parliament and of the council of 26 June 2013 on prudential requirement

FXNET LIMITED
4 Theklas Lysioti St, Harmony House, Office 31, 3rd floor, 3030 Limassol, Cyprus
Tel: +357 25 108 111, www.nessfx.com



CIF 182/12
© Pillar 111 Disclosures — FXNET LIMITED

Contents
1. INTRODUCGTION L.ttt ettt ettt e e et e e et e e e et e e etea s e e teaa s eeeana e eeenaa s eerenassesennnseerennnseenenn 3
L L ThE COMIPANY i 3
1.2 Legal REQUINEMENTS .ccciieiieic e 3
1.3 Principal ACtiVItiEs...ccce i 4
1.4 SCOPE OF DISCIOSUIES ...ciiiiieiieceee e 4
2. DEFINITIONS ettt e e ettt e e e et e e et eaa s e eeaaa s e eeaaa s e e eaaan s e senaaaesenanseaesnnnsenennnns 4
3. RISK MANAGEMENT POLICY.....coittiiiiteiieeeniteeeiiee ettt e sttt e sitee sttt e sttt e st e e st e sbeeesabeeesabeeenbneeeanes 6
3.1 Risk GOVEINANCE FramMEWOTK.......cuvutiiiiriiieiiiiite et ettt e e e et e s s e e sereeee s 6
R = To e o) D= {o] -SSP PSP PPP PP PP PRI 6
3.3 Risk Management FUNCHION ... ....uuui s 7
3.4 Risk Management CoOmMMITEEE .......uuuuuuueiiiiii s 7
3.51Internal AUGIT FUNCHION ..oooieiiiiiiiiie ettt e e s s 8
3.6 COMPLIANCE OFfiCOI .uuuiiiiiiiiiei s 8
3.7 Money Laundering Compliance OffiCer ... ... e 9
4. RISKINVENTORY ....ceiiiiiiitieeiiiiee ettt ettt e sttt e s st e st ee s s e e s s b e e e e s ebre e e s smreeeesnnees 10
O =T [ S ] ST ST PSP PP PRSP 10
4.2 0peration RiSK ..cccceeeeeeeeeeeeeeeeeeeee e 11
4.3 MAIKEET RISK....eeeeiiiieeeet ettt s e st e e s s e e s e e et e e e 13
4.4 LIQUIITY RiSK..eeiieeeeeeee e, 14
4.5 Money Laundering and Terrorist Financing Risk ............ccccco 15
4.6 RegUIALOIY RiSK .ccceeeeeeeeeee e 15
4.7 ComPliaNCe RiSK....ccoeeeeeeeeeeee e 16
4.8 Risk Management POlICY .....cooeeeeeeeeee e 16
5. FINANCIAL INFORMATION ....otiiiiiiiieieeiiitee ettt ettt ettt ettt e e st e st e e s st e e e s e e smneeee s 17
B.L OWN FUNGAS ...ttt ettt ettt e e ettt e e e st e e s st e e e s sabe e e s s anbaeeeeaabreee s 17
5.2 BalanCe SHEET ... et et e s s 17
5.3 5are Capital......uueeeeiieiiiiiiiii e nnnan 17
5.4 Capital AdeqUACY RAtIO .....uuuuuuieeiiiiiiiiii s 18
5.5 Capital Ratios and Capital LEVEIS ..........uuueuennii s 18
6.  OTHER GOVERNANCE ...ttt ettt e ettt e e e e e e et tea e e e e e eeeeeesna e eeeeeeeeennas 19
6.1 REMUNEIAtiON POLICY . ..uuuueiiiiiiiiiii e naan 19
6.2 DIVEISITY POLICY...uuuuuiiieiiiiiiiit e nnnn 19
6.3 Reporting and INfOrmation FIOW .............uuuuuiiiic s 20



CIF 182/12
© Pillar 111 Disclosures — FXNET LIMITED



CIF 182/12
© Pillar 111 Disclosures — FXNET LIMITED

1. INTRODUCTION

1.1 The Company

FxNet Ltd (the “Company”) is Investment Firm incorporated in the Republic of Cyprus with Company
Incorporation No. HE300624. FxNet is authorised and regulated by the Cyprus Securities and Exchange
Commission (the ‘CySEC’ or the “Regulator”) since November 1st 2012, under License number 182/12
and operates under the Markets in Financial Instruments Directive (EU Directive 2004/39/EC).

The Firm is an online financial services broker and acts as the agent to its customers in Contracts for
Difference (“CFDs”) on currency pairs, futures on indices, commodities and energy, as well as spot

indices, shares and metals

FxNet provides investment and ancillary services to its Clients; details of these services can be found

in 1.3 below

1.2 Legal Requirements

The current regulatory framework consists of three Pillars principle:

Pillar I This sets out the minimum capital requirements firms are required to meet in

relation to credit, market and operational risk

Pillar II This covers the Supervisory Review and Evaluation Process (“SREP”) which
assesses the internal capital adequacy process (“ICAAP”) and provides for the
Investment Firms to evaluate and assess whether they should hold additional

capital against risks not covered by Pillar I

Pillar IIT This seeks to improve market discipline by requiring firms to publish certain details

of their risks, capital and risk management practices.

According to Part Eight of the Regulation, Investment Firms at least on an annual basis shall publish
the Pillar III Disclosures and in conjunction with the date of publication of the financial statements (i.e.
year ended 31 December 2016).Where the Company has considered a disclosure to be immaterial or
omitted information by reason of confidentiality or proprietary it has been stated as such within this
document then such disclosure or information was not included in this report. It goes without saying
that where disclosure and/or information was not applicable based on the Company’s business and

activities it has also been excluded from this report.
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In Accordance to the provisions of the Investment Services and Activities and Regulated Markets Law

of 2007 (hereinafter the “Law”), the Company is licensed to conduct the following services:

Investment Services

Reception and Transmission of orders in
relation to one or more Financial

Instruments.

Ancillary Services

Execution of orders on behalf of Clients.

Safekeeping and administration of
Financial Instruments for the account of
Clients, including custodianship and
related services such as cash/collateral

management.

Portfolio Management

Granting credits or loans to an investor to
allow him to carry out a transaction in one
or more Financial Instruments, where the
firm granting the credit or loan is involved

in the transaction.

Investment Advice

Foreign exchange services where these are
connected to the provision of investment

services.

1.4 Scope of Disclosures

Investment research and financial analysis
or other forms of general recommendation
relating to transactions in Financial

Instruments.

The disclosures in this document relate solely to information of the Company, since as at 31 December

2016, the Company did not have any subsidiaries

The external auditors of FxNet provide limited level of assurance on the fair presentation of the
disclosures annually as required by Paragraph 32(1) of Part II of DI2014-144-14 for the Prudential

Supervision of Investment Firms.

2. DEFINITIONS

For the purposes of this Manual, unless the context shall prescribe otherwise:

Basic  Indicator means the ‘basic indicator approach’ as defined by applicable legislation.

Approach
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means the executive and non-executive directors of the Firm.

means the ‘Client” as defined in the ‘Client Agreement’ available online at

http: / /www.nessfx.com.

means an individual who has entered into a contract with FxNet as a
permanent employee (full-time and/or part-time basis). For the purposes of
this Report, reference to an FxNet Employee shall also include an

independent contractor, secondee or external consultant.

means valuation at market rates, as of the balance sheet date, of securities and

derivatives held for trading purposes

means information that is not in the public domain and if disclosed such
information could have an impact on the price of the security involved. If
Material Non-public Information is disclosed to a reasonable investor this

could determine his buying or selling behavior.

means the basis on which confidential information is disclosed by an FxNet
Employee to a recipient who requires such information in order to complete
their duties and responsibilities. Justification of disclosing confidential
information does not exist simply because the information is helpful to the

recipient.
means information that is not in the public domain and is only deemed to be
public once such information is announced or disseminated to investors in

general.

means the ‘standardized approach’ as defined by applicable legislation


http://www.nessfx.com/
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3. RISK MANAGEMENT POLICY

3.1 Risk Governance Framework

The Company is committed to having corporate governance, risk management and a control
framework appropriate to the size of its business. To achieve this, a comprehensive risk management

framework for the identification, assessment, monitoring and control of risks has been implemented.

3.2 Board of Directors

The Company’s Board of Directors (‘BoD’) has the ultimate responsibility for the risk appetite of the

Firm and the monitoring of risks on a regular basis.

The Company’s Board of Directors and Senior Management have the overall responsibility for the
establishment and oversight of the risk management framework. Furthermore, the Company has
established a Risk Management Function, which operates independently and is assigned the

monitoring of the following:

¢ The adequacy and effectiveness of the Company’s risk management policies and procedures;

e The level of compliance by the Company and its relevant persons with the arrangements,
processes and mechanisms adopted;

e The adequacy and effectiveness of measures taken to address any deficiencies in those policies,
procedures, arrangements, processes and mechanisms, including failures by the relevant
persons of the Company to comply with such arrangements, processes and mechanisms or

follow such policies and procedures.

The Board is also responsible among others for establishing and amending, where necessary, the
internal control procedures. It will also ensure that the Company has the sufficient human and technical

resources required for the performance of its duties.

As per article 12 (1) of Law 144(I) /2007 (“the Law”) the members of the Board of Directors shall at all
times be of sufficiently good repute and possess sufficient knowledge, skills and experience to perform
their duties. The Board of Directors bear the responsibility among others to oversee and monitor the
objectives and general policies of the Company. With respect to the management of risk, it has overall

responsibility for the establishment and oversight of the Company’s risk management framework

The internal control system and supervision of the overall risk system of the units assigned with the

responsibility of risk management is overseen by the following committees / units:

Board Committees Functions
Risk Management Risk Management
Investment Internal Audit
Remuneration & Nomination Compliance
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Anti-Money Laundering Compliance

The Firm’s BoD is satisfied that these arrangements are appropriate given the risk profile of the Firm.

3.3 Risk Management Function

The Risk Management Function is led by the Risk Manager, an officer appointed by the Board to ensure
that all different types of risks assumed by the Company are in compliance with the applicable
regulatory framework and the obligations of the Company under that framework, and that all the

necessary procedures relating to risk management are in place. The Risk Manager is responsible for:

General

e Complying and implementing the relevant provisions of the applicable legislation relating to
risk management issues;

e Analysing the market and its trends (from a risk management perspective), as applicable;

e Evaluating how the introduction of any potential new services or activities by the Company
could affect the risk management of the Company and providing these evaluations to the
Senior Management or the Board, as requested;

e Examining the capital adequacy and the exposures of the Company;

¢ Recommending, providing and supervising policy description concerning information systems
(including backup systems that can restore the smooth operation in case of failure); and

e Suggesting to the Senior Management to stop trading, if market conditions and credit risk make

it necessary.

Information and Reporting

e Requiring sufficient information from all the relevant departments of the Company, as
applicable;

¢ Examining the financial results of the Company;

e Drafting written reports to the Senior Management making recommendations and indicating
in particular whether the appropriate remedial measures have been taken in the event of any
deficiencies, at least annually. These reports shall be presented to the Board and discussed
during its meetings, at least annually; and

e  Monitoring the amount and type of information provided to Clients regarding the nature and

risks of financial instruments according to the Client classification.

3.4 Risk Management Committee

As an additional control, the Company has formed a Risk Management Committee with the view to
ensure the efficient monitoring of the risks inherent in the provision of the investment services to
Clients, as well as the risks underlying the operation of the Company in general. It is responsible for
the adequate and efficient performance of the duties of the Risk Management Function. The Risk
Management Committee presents its findings to the Board indicating the adequacy of risk management

arrangements, the compliance of relevant people to them and the measures taken to address any
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deficiencies. The Board shall decide upon the risk management policies of the Company, giving regard
to the recommendations of the Risk Management Committee.

The responsibilities of the Risk Management Committee are as follows

e Overseeing the Risk Management framework of the Company and specifically the effectiveness
of risk management, governance and compliance activity within the Company;

e Supporting the Board in its consideration of the business activities that expose the business to
material risks with explicit and dedicated focus on current and forward-looking aspects of risk
exposure;

e Reviewing, on behalf of the Board, and, if appropriate, challenging the process undertaken by
the business in setting this Risk Appetite;

e Providing oversight of the process to set and subsequently adhere to the approved Risk
Appetite on a regular basis and at least annually and making recommendations to the Board;

¢ Ensuring that senior management has in place procedures and mechanisms to identify and
control all fundamental prudential, operational, financial, reputation, legal and regulatory risks
within the Company;

e The Risk Management Committee meets at least quarterly except where the circumstances
require extraordinary meetings. Extraordinary meetings can be called by any member of the

Risk Management Committee as well as by the Risk Manager.

3.5 Internal Audit Function

The internal audit function performs regular reviews to ensure that the Company maintains an
independent Risk Management Function and that appropriate policies and procedures relating to risk
management are in place. The internal audit function makes recommendations to the Senior
Management and the Board regarding the internal controls and the management of the various risks

based on the work carried out.

3.6 Compliance Officer

The Compliance Officer is responsible to establish, implement and maintain adequate policies and
procedures designed to detect any risk of failure by the Company to comply with its obligations. The
Compliance Officer is also responsible to establish adequate measures and procedures designed to
minimize the aforementioned risk and to enable the competent authorities to exercise their powers
effectively. As part of this, the Compliance Officer identifies the level of compliance risk the Company
faces, taking into account the investment services, activities and ancillary services provided, as well as
the types of financial instruments traded and distributed. The Compliance Officer reports to the Senior

Management of the Company.

The Compliance Officer is independent and has the necessary authority, resources, expertise and access

to all relevant information. The responsibilities of the Compliance Officer include:
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e Monitoring the adequacy and effectiveness of the measures and procedures of the Company
and assisting the relevant persons to be in compliance with the applicable legislation;

e Drafting and updating company documentation (including the IOM) so that they reflect all
obligations of the Company under the applicable legislation, and communicating these to the
staff notifying them of any changes in their responsibilities;

¢ Ensuring that the Executive Directors or other hierarchically higher officers do not exercise
inappropriate influence over the way in which a relevant person carries out the provision of
investment and ancillary services;

¢ Ensuring that the performance of multiple functions by the Company’s relevant persons does
not and is not likely to prevent those persons from discharging any particular function soundly,
honestly, and professionally;

e Training and educating the staff of the Company in respect with the compliance function
according to the applicable legislation and ensuring that they are able to identify cases of
potential conflicts of interest;

¢ Monitoring information disclosed to Clients and Potential Clients including disclosures about
potential conflicts of interest, confirmations of trade executions and periodic reports;

e Drafting written reports to the Senior Management and the Board making recommendations
and indicating in particular whether the appropriate remedial measures have been taken in the
event of any deficiencies, at least annually;

e Drafting written reports for the Management Body and the Regulatory Authority, at least
annually;

¢ Deciding whether to allow or not a transaction by notifying Clients, after being informed by
members of the staff of a potential conflict of interest situation and keeping records regarding

conflict of interest situations, where relevant; and

3.7 Money Laundering Compliance Officer

The Board also retains a person to the position of the Company’s Money Laundering Compliance
Officer (hereinafter the “MLCO”) to whom the Company's employees should report any knowledge or
suspicion of transactions involving money laundering and terrorist financing. The MLCO shall belong
to the management of the Company so as to command the necessary authority. The MLCO leads the
Company’s Money Laundering Compliance procedures and processes and reports to the Senior

Management of the Company.

The MLCO conducts an annual inspection of the Company's activities and a review of the periodic
examinations of client engagements. Additionally, the MLCO retains a written record of the results of
the annual review and inspection which serves to assess the level at which the Company meets the
regulatory obligations. This is achieved by taking reasonable care in establishing and maintaining
effective systems and controls for compliance with applicable requirements and standards under the

regulatory system and to counter the risk of being used to promote financial crime.
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4. RISKINVENTORY

The Company implements and maintains adequate risk management policies and procedures which
identify the risks relating to the Company’s activities, processes and systems, and where appropriate,
set the level of risk tolerated by the Company. The Company adopts effective arrangements, processes
and systems, in light of that level of risk tolerance, where applicable.

The Company is exposed to the following risks from its operations:

4.1 Credit Risk

Credit Risk is the risk of financial loss to the Company if a customer or counterparty to a financial
instrument fails to meet its contractual obligations and arises principally from the Company’s cash and
cash equivalents and trade and other receivables. The exposure to credit risk as at 31 December 2016
was €1,162,000.

The Company follows mitigation strategies by diversifying its credit risk exposure to more than one
highly rated credit institution, hence achieving better management of both its own funds and of the
Customers’ funds in credit distress situations. The risk of default of these credit institutions was quite
low, based on the relevant calculations in the Company’s capital requirements. Furthermore, these
bank accounts were the only material credit risk exposure that the Company has had during this limited

period under review.
Further to the above the Company has policies to diversify risks and to limit the amount of credit
exposure to any particular counterparty in compliance with the requirements of the relevant Law and

Directives in relation to Prudent Supervision.

The table below shows the exposure to credit risk as at 31 December 2016

Risk Weighted Exposures
31/12/2016
EUR’000

Public Sector Entities -

Institutions 951
Corporates 8

Other 80

Total 1,040

The Company follows the Standardised Approach for the calculation of capital requirements for credit

risk.

For the credit ratings of institutions, the Company uses the credit assessments of Moody’s and Standard
& Poor’s External Credit Assessment Institutions - ECAI).

10
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4.2 Operation Risk

Operational risk means the risk of loss resulting from inadequate or failed internal processes, people

and systems or from external events. Operational risk includes legal risk but excludes strategic and

reputational risk.

The following list presents some event categories with examples, included in operational risk:

Fraud - misappropriation of assets, tax evasion, embezzlement.

External Fraud - theft of information, hacking damage, third party theft and forgery.

Marketing and Advertising Risk - The risk that the Company will not correctly promote its services
in a sense that fails to meet required standards of conduct under law, regulations or internal policy.
Regulatory Reporting Risk- The risk that the Company fails to meet its responsibilities to report
certain information/reports to CySEC, or other parties under law.

Internal Procedures and Controls Risk - The risk that activities conducted by the employees are
not appropriate and in accordance with the Company’s operations manual and/or are not
appropriately supervised on a day to day basis.

Client Communication Risk - The risk that the Company will fail to observe communication
protocols required under the law or regulations when dealing with clients. This may include
Failure to send a communication when required;

Sending an inappropriate or illegible communication;

Failure to provide satisfactory responses to clients’ complaints; or

Failure to include or meet minimum requirements in a communication.

Chinese Walls Risk - The risk that material non-public information, which is obtained by a specific
department during the normal course of its activity, will be made available or accessible to another
department, client or other external person, who should not otherwise have access to that
information.

Employment Practices and Workplace Safety - The risk of having losses arising from acts
inconsistent with employment, health or safety laws or agreements, from payment of personal
injury claims, or from diversity / discrimination events (e.g. compensation).

Conlflicts of Interest Risk - The Company has a duty to ensure that conflicts of interest arising from
business activities are identified and resolved in a consistent and appropriate manner. This
includes conflicts of interest arising from:

Individuals acting on behalf of a client where that individual's own interest conflicts with the
client’s

External engagements

Complaints

Individuals acting in situations where a conflict of interests (or a significant risk) could arise
between clients

Misleading statements

Gifts and entertainment

Abuse of position

Damage to Physical Assets Business Disruption & Systems Failures Risk - The risk of losses arising
from loss or damage to physical assets from natural disaster or other events. It is also the risk of

losses arising from disruptions of business or system failures.

11
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Risk Mitigation

Fraud Risk
In order to manage its Fraud Risk, the Company:

Applies good governance policies.

Ensures ethical behaviour within the Company, according to the Code of Ethics and other
related policies.

Oversees the qualifications, independence and performance of its internal and external
auditors.

The auditors present to the Board of Directors the Company’s financial results prior to their
publication.

Ensures the accuracy of the financial statements and any announcements in relation to the
financial performance of the Company.

Monitors and assess the adequacy and effectiveness of the Company’s internal systems and
controls, based on data and information produced by the internal and/or external auditors
and/or other competent authorities.

Establishes procedures for the receipt, retention and resolution of complaints received in
relation to accounting and/or auditing issues and ensure the confidential submission of such
complaints, through the route outlined in the Whistleblowing Policy.

Establishes procedures for the identification of related party transactions and ensures the
review, approval or ratification of such transactions through the route outlined in the

Employees Transactions Policy.

Marketing and Advertising Risk

A specialised department is dedicated for promoting Company’s services. All marketing
materials are prepared in cooperation with professionals specialised in the financial service
field.

The Compliance Officer ensures the accuracy of any statements made during the marketing
and advertising processes and ensures that the information addressed to the client is fair, clear

and not misleading.

Regulatory Reporting Risk

The Compliance Officer ensures that proper information/reports are sent on time to CySEC.

Internal Procedures and Controls Risk

Company’s operations manual is provided to all employees.

Training programs are provided to Company’s staff.

Management should formally communicate duties and responsibilities to employees.
Continual assessment is performed by department heads of the competency of their staff.
Internal audit visits are implemented to ensure that employees comply with the Company’s

internal procedures.

12
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Chinese Walls Risk

e Physical barriers are established for controlling the flow of information between departments.

e Employee trading is reviewed through effective maintenance of some combination of “watch”,
“restricted”, and “rumour” lists.

e Personal employee trading is carefully monitored.

e The Compliance Officer reviews client accounts regularly and any heavy patterns of trading in

particular securities by any employee or firm member is investigated.
Employment Practices and Workplace Safety

e The Company ensures that premises and fixtures and fitting are maintained on a regular basis.

e The Company has an insurance in place, covering employee’s liability and covering costs of a
potential injury of personnel.

e A formal process has been implemented through which potential complaints can be filed,
investigated and reviewed.

e Staff appraisals are conducted on an annual basis by the Human Resources department and

topics such as compensation or other benefits or complaints are discussed.
Conflicts of Interest Risk:

e The Company has implemented procedures to be followed in each of the above cases (re.
Conlflict of Interest Risk) and has implemented an elaborated a conflict of interest policy. The
Company also has a conflict of interest policy, which is provided to clients before any
investment service is provided to them and receive their consent that they have read

understood and agreed with it.

The Company applies the Basic Indicator Approach for calculating the amount of capital required

under the minimum regulatory capital requirements for Operational Risk.

The Company during the period under review did not face any Operational Risk exposure.

4.3 Market Risk

Market risk is the risk that the value of an investment will decrease due to movements in market prices
and in particular, due to changes in interest rates, foreign exchange rates and equity and commodity
prices which will affect the Company’s income or the value of its holdings of financial instruments. The
objective of market risk management is to manage and control market risk exposures within acceptable
parameters, while optimizing the return on risk.

The following list presents some event categories with examples, included in Market risk:
Foreign Foreign Exchange Risk that arises from exposure to exchange currency, its market

Exchange volatility and any subsequent fluctuations. Due to the business nature and agency

Risk model of the Company (i.e. STP Model), the significance of FX risk is reduced.

13
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For the period under review the Company’s exposure to Foreign Exchange Risk was
€89,000.

The Company effectively manages FX Risk by setting and controlling foreign
exchange risk limits, such as through the establishment of maximum value of
exposure to a particular currency pair as well as through the utilization of sensitivity
analysis.

Interest Rate Interest rate risk is the risk that the value of financial instruments (including
Risk currencies) will fluctuate due to changes in the market interest rates. Although the
Company is exposed to interest rate risk in relation to its bank deposits, the

Company’s income and operating cash flows are substantially independent from

changes in market interest rates due to the fact that the Company, other than cash at

bank which attracts interest at normal commercial rates, it has no other significant

interest bearing financial assets or liabilities.

The Risk Manager monitors these risks with the assistance of the accounting function
and based on the fluctuations of the relevant rates, the necessary hedging activities

will be undertaken, if applicable.

Market Risk Analysis

The Company was subject to Market Risk during the year under review with regards to Foreign
Exchange Risk Solely. The Company act as a broker (agent) and not as a market maker, thus the
Company does not have any market risk deriving from client trading activities. The Company has
market risk mostly due to its cash and cash equivalent, trade and other receivables balances in foreign

currencies.

The Company in accordance to its licence does not need to calculate capital requirement of market risk.

4.4 Liquidity Risk

Liquidity risk is the risk that the Company will encounter difficulty in meeting the obligations
associated with its financial liabilities that are settled by delivering cash or another financial asset. In
periods of abnormal fluctuations in market conditions or financial crisis, liquidity risk can expose the

Company to reduced ability to access the capital markets.
The Company’s approach to managing liquidity is to ensure, as far as possible, was the establishment

of procedures to enable the Company to monitor on a daily basis its cash flows on an ongoing and

forward-looking basis and to manage them properly through its Accounting Department.

14
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4.5 Money Laundering and Terrorist Financing Risk

Money Laundering (AML) and Terrorist Financing (TF) Risk is the risk that the Company may be used

as a vehicle to launder money and/or finance terrorism.

The Company has set-up its policies, procedures and controls in order to mitigate this risk and comply
with legislation. These processes include, but not limited to, the following:

e Risk-based approach when identifying and managing the AML and TF risk faced by the
Company.

¢ Client Know-Your-Client (KYC) procedures when accepting new clients.

e Requiring the quality and extent of identification data for each type of Client to be of a certain
standard (E.g. documents from an independent and reliable source, third person information,
and documentary evidence).

e  Where appropriate, obtain additional data and information from Clients, with complete
understanding of their activities and source of wealth.

¢  When applicable, ongoing monitoring of high-risk Client’s transactions.

¢ Ensuring that the Company’s personnel receive the appropriate training and assistance.

The AML/TF risk is considered to be high and is monitored by the AML Compliance Officer and the

Board on a continuous basis.

The said risk is considered to be high, due to the fact that the Company deals with non-face-to face
clients. During the period under review, the Company has reviewed its policies, procedures and
controls with respect to money laundering and terrorist financing to ensure compliance with the
applicable legislation and incorporate, as applicable, Directive DI144-2007-08 and Law 188(I)/2007.

The Company has also reviewed its policies, procedures and controls with respect to money laundering
and terrorist financing to ensure compliance with the applicable legislation and incorporate, as

applicable, any new information issued/available in this respect.

4.6 Regulatory Risk

The risk that the Company fails to meet its responsibilities to report certain information/reports to any
local or regulatory body or other parties, including but not limited to the Commission. This risk is
considered high due to constant updates in the regulatory environment in the European Union, in

addition to other countries.

The Company in mitigating this risk ensures that relevant persons (i.e. Compliance Officer, Risk
Manager, Internal Auditor etc.) will send proper information and/or reports to the Commission or any
other local authority in a timely manner. In addition, the Company employs local personnel and/or
consultants in the foreign markets that are significant in an effort to receive constant updates of the

regulatory environment.

15
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4.7 Compliance Risk

Compliance risk is the current and prospective risk to earnings or capital arising from violations of or
non-conformance with legislation and regulation within the business environment the Company. This
risk exposes the Company to potential financial loss, fines and penalties.

Compliance risk can lead to diminished reputation, reduced Company value and potential loss of

license.

The Compliance risk is considered to be high and is monitored by the Compliance Officer and the
Board on a continuous basis. Furthermore, the Company’s Compliance Officer has already initiated a
program to supervise and examine in detail the level of compliance of certain areas of the Company
with the relevant legislation, propose remedy measures/actions, and provide the relevant training to

the Company’s personnel, as and when required.

4.8 Risk Management Policy

The Company’s Risk Management Policy aims to describe the approach taken by the Company towards
the risks confronted by the Company and the principles guiding its approach. The analysis refers to the
risks faced by the Company and the strategies implemented for mitigating and/or eliminating these.
The Company’s management approach towards the risks and the policy subsequently adopted is

illustrated throughout the Risk Management Policy.

16
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5.1 Own Funds
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The following information provides a reconciliation between the balance sheet presented in Financial

Statements and the balance sheet prepared for prudential purposes.

31 December 31 December
2016 2015
EUR’000 EUR’000

Total Equity as per Financial Statements
Share Capital 1.202 1.202
Share Premium 476 476
Retained Earnings (600) (1000)
Deductions 68 (155)
Total Common Equity Tier 1 1.010 505
Additional Tier 1 Capital - -
Total Tier 1 Capital 1.010 505
Tier 2 - -
Total Own Funds 1.010 505

5.2 Balance Sheet

31 December 31 December
2016 2015
EUR’000 EUR’000

Assets 1.222 719
Liabilities (144) (41)
Total Equity 1.078 678

5.3 Share Capital

Authorised Capital

The authorised share capital of the Company was €1.201.811 divided into 1.201.811 ordinary shares of

nominal value €1 per share.

Issued Capital

The authorised share capital of the Company was €1.201.811 divided into 1.201.811 ordinary shares of

nominal value €1 per share.

17



5.4 Capital Adequacy Ratio
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Risk Weighted Risk Weighted
Exposures Exposures
31/12/2016 31/12/2015
EUR’000 EUR’000
Credit Risk 1.041 826
Foreign Exchange Risk 89 589
Operational Risk - -
Additional Risk Exposure amount due to Fixed - -
Overheads
Total 1.129 1.415
Capital Adequacy Ratio 87.67% 17.46%
Minimum Capital Adequacy Ratio Requirement 8% 8%
5.5 Capital Ratios and Capital Levels

Item 2016 2015
CET1 Capital ratio 88% 18%
Surplus(+)/Deficit(-) of CET1 capital 958 375
T1 Capital ratio 88% 18%
Surplus(+)/ Deficit(-) of T1 capital 941 332
Total capital ratio 88% 18%

918 274

Surplus(+)/ Deficit(-) of total capital

Therefore, and taking into account the above, it is evident that the Company has maintained own
funds more than the minimum requirement as required by law. In accordance with its licence the

Company is obliged to maintain a minimum amount of own fund €125.000
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6. OTHER GOVERNANCE

6.1 Remuneration Policy

Company's remuneration system is concerned with practices of the Company for those categories of
staff whose professional activities have a material impact on its risk profile, i.e. the Senior Management,
members of the Board of Directors, Heads of the departments, and the outsourced activities of the
Company (hereafter “employees”); the said practices are established to ensure that the rewards for the

‘executive management’ provide an incentive to achieve the key business aims.

The Company’s Remuneration Policy is appropriate to the Company’s size, internal organization and
the nature, scope and complexity of the Company’s activities and in accordance with the provisions of
Directive DI144-2014-14. The Company, in addition takes into account the conduct of business and
conflicts of interest risks that may arise. Effective conflicts of interest management duties (which should
include the avoidance of conflicts of interests created by this Policy) and conduct of business risk
management obligations, in order to ensure that clients” interests are not impaired by the policy and its

practices in the short, medium and long term.

The Company bounds not to create incentives that may lead the employees to favour their own interest,

or the Company’s interests to the potential detriment of clients.

The Company’s Calculation of the fixed and variable remuneration of employees is based on qualitative
criteria. The variable component of the remuneration based on qualitative criteria allows the Company

to closely reflect the desired conduct of employees to act in the best interests of the clients.

The total remuneration of staff consists of fixed and variable components. The fixed component of the
Company is set mostly at the upper 80% of the total remuneration and represents a high proportion of
the total remuneration paid with a small number of personnel on variable remuneration; this allows
the employees to focus on the qualitative aspects of their work in the short, medium and long term.
The variable remuneration of the Employees is therefore based on the annual appraisals performed by
the CEO and and/or Board of Directors, and based on the outcome of such appraisals, a variable

remuneration is decided upon at the discretion of the CEO and Board of Directors.

6.2 Diversity Policy

The Company is committed in promoting a diverse and wide-ranging workplace at all levels of the
organization whether this represents background experience, skills, gender etc. It embraces this
diversity in the organization, since it recognizes the benefits of it and on the same time allows it to

develop in both its business strategy and developing talent at every level in the organization.
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6.3 Reporting and Information Flow

In order for the Company to have in place procedures which will allow it to monitor its exposure in
risky areas, it undertakes certain reporting requirements towards the top management where the

decision-making is being carried out.

All the supervisory functions (i.e. Compliance, AML Compliance, Risk Management, Internal Audit
and Financial Control functions) of the Company have an open line of communication with the Board
in order to communicate any findings and/or deficiencies they identify in a timely manner and ensure
that those will be resolved through the guidance of the management body. In addition, the Risk
Management and Audit Committees are communicating their suggestions and findings to the Board,

as and if necessary.

Report Name Report Description Owner Recipient Frequency
Compliance . . Compliance
Annual Compliance review ] BoD, CySEC Annual
Report Officer
Internal Audit ) ) Internal
Annual Internal Audit review ) BoD, CySEC Annual
Report Auditor
Risk
) Risk
Management |Annual Risk Management report BoD, CySEC Annual
Manager
Report
Disclosures regarding the risk
Pillar III management, capital structure, Risk BoD, CySEC, A 1
nnua
Report capital adequacy and risk Manager Public
exposures of the Firm
. . . . . BoD, CySEC,
Financial Audited financial statements of Head ]
) ) Registrar of Annual
Statements the Firm of Finance )
Companies
Capital Senior
. ] ) Head
Adequacy Capital requirement calculation ) Management, Quarterly
of Finance
Report CySEC
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